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Overview 

The use of personal data by government and private service providers in interac�ons 
with individuals is becoming ubiquitous in India. These advances can greatly improve 
efficiency and reduce costs when delivering services to harder-to-reach users. However, 
the pervasive nature of data processing has raised concerns regarding privacy, exclusion 
due to digital service failure and related harms. These issues have special relevance for 
finance, given the increasing digi�sa�on of the sector and the growing use of 
non-financial informa�on to support the delivery of financial services. 

Without a robust framework to govern the regula�on of consumer data, consumers and 
providers are exposed to significant risks and uncertainty. There has been significant 
policy movement in the past two years in reac�on to some of these concerns, 
culmina�ng in the release of a dra� Personal Data Protec�on Bill that awaits 
introduc�on in the Indian Parliament. Within the financial sector, regulatory bodies 
have flagged relevant issues in the final report of the Inter-Regulatory Working Group on 
FinTech and Digital Banking, including those rela�ng to consumer data protec�on, 
organisa�onal data, shared u�li�es, big data analy�cs, data security and fraud 
preven�on.

In this background, some per�nent concerns arise with respect to the regula�on and 
use of consumer data in finance. Regulators and providers need to address the need to 
build trust for consumers on digital pla�orms given fears of fraud or financial loss. 
Providers have access to vast personal databases. In the absence of robust data 
protec�on regula�ons, provider considera�ons on the processing of data and the 
poten�al of system failures are crucial. Cost-efficient digital financial processes must not 
be created at the price of compromised consumer protec�on. A future regula�on for 
data protec�on must be able to iden�fy the unique risks Indian consumers might face 
while keeping in mind the poten�al of digital finance to promote financial inclusion.

1. Landscape

The need for data protection laws in India: The use of personal data by government and 
private service providers in interac�ons with individuals has become ubiquitous in India. 
These advances can greatly improve efficiency and reduce costs when delivering services 
to harder-to-reach users. However, the pervasive nature of data processing has raised 
concerns regarding privacy, exclusion due to digital service failure and related harms. 
Through our ground-level research study in 2017 �tled Privacy on the Line (conducted with 
CGAP and Dalberg), it became clear that Indians cared deeply about their personal data 
and privacy when using digital services. These issues also became the subject of heated 
na�onal debates that have taken place in India over the last two years. 

Notable policy movements for data protection and finance: The culmina�on of the 
cons�tu�onal challenge to the Aadhaar project, during the course of which the Supreme 
Court of India’s judgment also ruled on the fundamental right to privacy, provided an 
impetus for policy movement on data protec�on. Concerns have been rising given various 
reported occurrences of breaches of personal informa�on from public and private 
databases, and connected concerns such as financial fraud and iden�ty the�. For example, 
in 2017 it was found that a telecom operator with a Payments Bank licence used 
Aadhaar-based OTP verifica�on to issue SIM cards were also automa�cally enrolling 
consumers into new payments bank accounts without consumers’ consent, and in some 
cases direc�ng benefit payments to these accounts.

Policy makers have responded to these developments at various levels. The establishment 
of a commi�ee of experts on data protec�on in July 2017 by India’s Ministry of Electronics 
and Informa�on Technology (MeitY) began a year long process to build out a data 
protec�on framework for India, culmina�ng with the release of a dra� Personal Data 
Protec�on Bill 2018 (PDP Bill). The Bill is currently progressing through the parliamentary 
process but is yet to be introduced for considera�on in the Indian Parliament. While the Bill 
awaits passage, specific sectoral regulators have begun ac�ng on issues of data protec�on 
considered to be within their mandate. 

In the financial sector, regulatory bodies have taken note of the increased use of 
data-driven techniques in finance as evidenced by the se�ng up of the Inter-Regulatory 
Working Group on FinTech and Digital Banking. The final report of the Working Group 
delivered in 2018 considered issues arising from rising digi�sa�on including those rela�ng 
to consumer data protec�on, organisa�onal data, shared u�li�es, big data analy�cs, data 
security and fraud preven�on. Separately the Telecom Regulatory Authority of India (TRAI) 
undertook a public consulta�on with its stakeholders on Privacy, Security and Ownership of 
the Data in the Telecom Sector in 2017. More recently, the Department of Industrial Policy 
and Promo�on (DIPP) under the Ministry of Corporate Affairs released a dra� Na�onal 
e-Commerce Policy in February 2019. However, the extent of regulatory coordina�on and 
sharing on these issues remains unclear. 

Implications for financial services: Financial sector regulators in India are yet to create 
cohesive sectoral regula�ons on financial privacy and data protec�on. Currently consumer 
data is governed by rudimentary rules under the Informa�on Technology Act, 2000 which 
have limited prac�cal effect and are not robustly enforced. These issues have special 
relevance for finance, given the increasing digi�sa�on of the sector and the growing use of 
non-financial informa�on to support the delivery of financial services. Without a robust 
framework to govern the regula�on of consumer data, consumers and providers are 
exposed to significant risks and uncertainty. 

For example, the absence of a clear regulatory approach to the use of personal data 
contained in the Aadhaar database for financial services resulted in significant disrup�on to 
financial services in the a�ermath of the judgment in the Justice K S Puttaswamy & Anr v. 
Union of India & Ors (Pu�aswamy ) on the cons�tu�onality of the Aadhaar project.1  This 
resulted in the curtailment of private sector use of the Aadhaar system and Indiastack APIs, 
and the reversal of requirements to link Aadhaar numbers to mobile numbers and bank 
accounts. This created some consterna�on in the financial sector, where several en��es (in 
par�cular tech-driven financial players) had built their processes to take advantage of the 
features of the Indiastack including e-KYC for customer onboarding, Aadhaar 
authen�ca�on for transac�ons, payments and mandates through the Unified Payments 
Interface (UPI) and Aadhaar-based e-NACH. Subsequently, in March 2019, the Government 
promulgated an ordinance to allow certain private sector companies to con�nue to use 
e-KYC and Aadhaar authen�ca�on services. However there remains uncertainty regarding 
the breadth of this ordinance and its applicability across different types of financial service 
providers. 

This policy experience has highlighted the difficul�es that arise in the absence of strong 
frameworks to regulate the collec�on, storage and processing individuals’ personal data in 
the course of service delivery. As the country plans further public infrastructure for finance, 
through Account Aggregators and the proposed Public Credit Registry, there is a need to 
pause and create serious safeguards to protect the compromise and misuse of personal 
informa�on. Failure to do so could reduce trust and result in disrup�ons for digital finance, 
crea�ng concerns for individuals, providers and regulators.

2. Emerging Concerns

Decline or absence of consumer trust on digital platforms: The Indian popula�on has a 
rela�vely large number of first-�me digital pla�orm users. Respondents of this demographic 
in our Privacy on the Line study o�en approached digital pla�orms warily due to direct 
experience of financial fraud or the perceived threat of fraud. Such misgivings may not be 
inappropriate, given the reality of the liability and grievance framework for consumers in 
India. For e.g. in the case of transac�on disrup�ons or failures, consumers can have difficulty 
understanding which en�ty to approach especially where mul�ple en��es are involved in a 
single digital finance transac�on. This is exacerbated by the redressal mechanisms that can 
be weak or impersonal.

The potential of misuse of personal data and related harms: Emerging research including 
studies by Barocas & Selbst (2016) and  Crawford & Schultz (2014) (cited in the reference list 
to this primer) have examined the poten�al for personal data analy�cs in finance including 
predic�ve analysis and machine learning (which base themselves on pre-exis�ng data points 
and trends) to result in harms to individuals. For instance, misleading inferences created due 
to bad data quality can cascade into non-availability or denial of services, digital redlining or 
weblining 2, to men�on a few.

Segmentation and profiling of consumers: The granularity of data available today can give 
service providers insights on consumers’ behaviour, their preferences and their usage 
pa�erns. These insights can assist providers to customise products for relevant segments, 
differen�al pricing and varia�on in service provision. However, they could also be misused to 
create exclusion (by screening out undesired consumer segments), unfair financial terms 
(through predatory pricing) or further misconduct through mis-sale, unsuitable sale and 
unlawful discrimina�on. 

3. Considera�ons for Regulators

Dependence of digital finance providers on the notice-and-consent model: Most privacy 
no�ces seek explicit consent from consumers to collect and subsequently process their data. 
However, while the no�ce-and-consent model can provide agency in theory, in prac�ce it 
fails to meaningfully inform consumers or give them real choices on how their data can be 
used (Solove, 2013). Failure to provide consent can result in denial of service for most 
consumers, making this a false choice. Despite acknowledgment of this, Indian policy makers 
(including in the PDP Bill) have reverted to a no�ce-and-consent model for data protec�on. 
There is a need for policy thinking on access control measures and provider obliga�ons that 
work irrespective of consent for be�er consumer protec�on and responsible financial 
conduct. 

Digital harms and ex-ante regulatory measures to mitigate them: The understanding of the 
kinds of harms a consumer may be exposed to due to the processing of their personal data is 
s�ll growing. Regulators need be�er frameworks for the iden�fica�on of different risks and 
harms that consumers are exposed to through inappropriate handling and usage of 
consumer data. There is a need to mi�gate these risks and harms using a range of regulatory 
tools, including those that can be deployed before breach or misuse of personal data to avoid 
them from occurring.

Ambiguity in the regulatory mandates in digital finance: The intersec�on of finance and use 
of digital personal data gives rise to a number of ques�ons with respect to the ambit of 
exis�ng regulators. This raises the larger ques�on of where the ins�tu�onal responsibility for 
supervision of these types of data use should lie. The boundaries of regulatory mandates of 
a future data protec�on authority, financial sector regulators and other sectoral regulators 
need to be clarified for a coordinated and clear approach to regula�on. 

Against this context, the session on consumer data regula�on in data-driven finance at the 
4th Dvara Research Conference can deliberate on the following ques�ons:

• As consensus widens on the broad areas of the data lifecycle during which users must be 
protected (i.e. collec�on, processing and sharing), what are the areas where ambiguity 
remains as regards principles for data protec�on?

• What are the key challenges facing the implementa�on of a data protec�on law? How 
can data protec�on be made more effec�ve and more enforceable?

• In the context of data-driven financial services, what are the kinds of consumer harm 
that regulators should be aware of? 

• Is it the role of the data protec�on framework or a financial conduct and consumer 
protec�on framework to protect individuals from these harms?

• How should regulatory design evolve to avoid gaps or inconsistencies between the rubric 
of financial regula�on and data protec�on regula�on?
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Digital harms and ex-ante regulatory measures to mitigate them: The understanding of the 
kinds of harms a consumer may be exposed to due to the processing of their personal data is 
s�ll growing. Regulators need be�er frameworks for the iden�fica�on of different risks and 
harms that consumers are exposed to through inappropriate handling and usage of 
consumer data. There is a need to mi�gate these risks and harms using a range of regulatory 
tools, including those that can be deployed before breach or misuse of personal data to avoid 
them from occurring.

Ambiguity in the regulatory mandates in digital finance: The intersec�on of finance and use 
of digital personal data gives rise to a number of ques�ons with respect to the ambit of 
exis�ng regulators. This raises the larger ques�on of where the ins�tu�onal responsibility for 
supervision of these types of data use should lie. The boundaries of regulatory mandates of 
a future data protec�on authority, financial sector regulators and other sectoral regulators 
need to be clarified for a coordinated and clear approach to regula�on. 

1 As background, the judicial challenge to the Aadhaar project began in 2012 when KS Pu�aswamy (a re�red 
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Against this context, the session on consumer data regula�on in data-driven finance at the 
4th Dvara Research Conference can deliberate on the following ques�ons:

• As consensus widens on the broad areas of the data lifecycle during which users must be 
protected (i.e. collec�on, processing and sharing), what are the areas where ambiguity 
remains as regards principles for data protec�on?

• What are the key challenges facing the implementa�on of a data protec�on law? How 
can data protec�on be made more effec�ve and more enforceable?

• In the context of data-driven financial services, what are the kinds of consumer harm 
that regulators should be aware of? 

• Is it the role of the data protec�on framework or a financial conduct and consumer 
protec�on framework to protect individuals from these harms?

• How should regulatory design evolve to avoid gaps or inconsistencies between the rubric 
of financial regula�on and data protec�on regula�on?

https://bit.ly/2OOpcYl
https://bit.ly/2OOpcYl

https://bit.ly/2WC89fN

https://bit.ly/2YEyHPc

https://bit.ly/2FNTU1I
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1. Landscape

The need for data protection laws in India: The use of personal data by government and 
private service providers in interac�ons with individuals has become ubiquitous in India. 
These advances can greatly improve efficiency and reduce costs when delivering services 
to harder-to-reach users. However, the pervasive nature of data processing has raised 
concerns regarding privacy, exclusion due to digital service failure and related harms. 
Through our ground-level research study in 2017 �tled Privacy on the Line (conducted with 
CGAP and Dalberg), it became clear that Indians cared deeply about their personal data 
and privacy when using digital services. These issues also became the subject of heated 
na�onal debates that have taken place in India over the last two years. 

Notable policy movements for data protection and finance: The culmina�on of the 
cons�tu�onal challenge to the Aadhaar project, during the course of which the Supreme 
Court of India’s judgment also ruled on the fundamental right to privacy, provided an 
impetus for policy movement on data protec�on. Concerns have been rising given various 
reported occurrences of breaches of personal informa�on from public and private 
databases, and connected concerns such as financial fraud and iden�ty the�. For example, 
in 2017 it was found that a telecom operator with a Payments Bank licence used 
Aadhaar-based OTP verifica�on to issue SIM cards were also automa�cally enrolling 
consumers into new payments bank accounts without consumers’ consent, and in some 
cases direc�ng benefit payments to these accounts.

Policy makers have responded to these developments at various levels. The establishment 
of a commi�ee of experts on data protec�on in July 2017 by India’s Ministry of Electronics 
and Informa�on Technology (MeitY) began a year long process to build out a data 
protec�on framework for India, culmina�ng with the release of a dra� Personal Data 
Protec�on Bill 2018 (PDP Bill). The Bill is currently progressing through the parliamentary 
process but is yet to be introduced for considera�on in the Indian Parliament. While the Bill 
awaits passage, specific sectoral regulators have begun ac�ng on issues of data protec�on 
considered to be within their mandate. 

In the financial sector, regulatory bodies have taken note of the increased use of 
data-driven techniques in finance as evidenced by the se�ng up of the Inter-Regulatory 
Working Group on FinTech and Digital Banking. The final report of the Working Group 
delivered in 2018 considered issues arising from rising digi�sa�on including those rela�ng 
to consumer data protec�on, organisa�onal data, shared u�li�es, big data analy�cs, data 
security and fraud preven�on. Separately the Telecom Regulatory Authority of India (TRAI) 
undertook a public consulta�on with its stakeholders on Privacy, Security and Ownership of 
the Data in the Telecom Sector in 2017. More recently, the Department of Industrial Policy 
and Promo�on (DIPP) under the Ministry of Corporate Affairs released a dra� Na�onal 
e-Commerce Policy in February 2019. However, the extent of regulatory coordina�on and 
sharing on these issues remains unclear. 

Implications for financial services: Financial sector regulators in India are yet to create 
cohesive sectoral regula�ons on financial privacy and data protec�on. Currently consumer 
data is governed by rudimentary rules under the Informa�on Technology Act, 2000 which 
have limited prac�cal effect and are not robustly enforced. These issues have special 
relevance for finance, given the increasing digi�sa�on of the sector and the growing use of 
non-financial informa�on to support the delivery of financial services. Without a robust 
framework to govern the regula�on of consumer data, consumers and providers are 
exposed to significant risks and uncertainty. 

For example, the absence of a clear regulatory approach to the use of personal data 
contained in the Aadhaar database for financial services resulted in significant disrup�on to 
financial services in the a�ermath of the judgment in the Justice K S Puttaswamy & Anr v. 
Union of India & Ors (Pu�aswamy ) on the cons�tu�onality of the Aadhaar project.1  This 
resulted in the curtailment of private sector use of the Aadhaar system and Indiastack APIs, 
and the reversal of requirements to link Aadhaar numbers to mobile numbers and bank 
accounts. This created some consterna�on in the financial sector, where several en��es (in 
par�cular tech-driven financial players) had built their processes to take advantage of the 
features of the Indiastack including e-KYC for customer onboarding, Aadhaar 
authen�ca�on for transac�ons, payments and mandates through the Unified Payments 
Interface (UPI) and Aadhaar-based e-NACH. Subsequently, in March 2019, the Government 
promulgated an ordinance to allow certain private sector companies to con�nue to use 
e-KYC and Aadhaar authen�ca�on services. However there remains uncertainty regarding 
the breadth of this ordinance and its applicability across different types of financial service 
providers. 

This policy experience has highlighted the difficul�es that arise in the absence of strong 
frameworks to regulate the collec�on, storage and processing individuals’ personal data in 
the course of service delivery. As the country plans further public infrastructure for finance, 
through Account Aggregators and the proposed Public Credit Registry, there is a need to 
pause and create serious safeguards to protect the compromise and misuse of personal 
informa�on. Failure to do so could reduce trust and result in disrup�ons for digital finance, 
crea�ng concerns for individuals, providers and regulators.

2. Emerging Concerns

Decline or absence of consumer trust on digital platforms: The Indian popula�on has a 
rela�vely large number of first-�me digital pla�orm users. Respondents of this demographic 
in our Privacy on the Line study o�en approached digital pla�orms warily due to direct 
experience of financial fraud or the perceived threat of fraud. Such misgivings may not be 
inappropriate, given the reality of the liability and grievance framework for consumers in 
India. For e.g. in the case of transac�on disrup�ons or failures, consumers can have difficulty 
understanding which en�ty to approach especially where mul�ple en��es are involved in a 
single digital finance transac�on. This is exacerbated by the redressal mechanisms that can 
be weak or impersonal.

The potential of misuse of personal data and related harms: Emerging research including 
studies by Barocas & Selbst (2016) and  Crawford & Schultz (2014) (cited in the reference list 
to this primer) have examined the poten�al for personal data analy�cs in finance including 
predic�ve analysis and machine learning (which base themselves on pre-exis�ng data points 
and trends) to result in harms to individuals. For instance, misleading inferences created due 
to bad data quality can cascade into non-availability or denial of services, digital redlining or 
weblining 2, to men�on a few.

Segmentation and profiling of consumers: The granularity of data available today can give 
service providers insights on consumers’ behaviour, their preferences and their usage 
pa�erns. These insights can assist providers to customise products for relevant segments, 
differen�al pricing and varia�on in service provision. However, they could also be misused to 
create exclusion (by screening out undesired consumer segments), unfair financial terms 
(through predatory pricing) or further misconduct through mis-sale, unsuitable sale and 
unlawful discrimina�on. 

3. Considera�ons for Regulators

Dependence of digital finance providers on the notice-and-consent model: Most privacy 
no�ces seek explicit consent from consumers to collect and subsequently process their data. 
However, while the no�ce-and-consent model can provide agency in theory, in prac�ce it 
fails to meaningfully inform consumers or give them real choices on how their data can be 
used (Solove, 2013). Failure to provide consent can result in denial of service for most 
consumers, making this a false choice. Despite acknowledgment of this, Indian policy makers 
(including in the PDP Bill) have reverted to a no�ce-and-consent model for data protec�on. 
There is a need for policy thinking on access control measures and provider obliga�ons that 
work irrespective of consent for be�er consumer protec�on and responsible financial 
conduct. 

Digital harms and ex-ante regulatory measures to mitigate them: The understanding of the 
kinds of harms a consumer may be exposed to due to the processing of their personal data is 
s�ll growing. Regulators need be�er frameworks for the iden�fica�on of different risks and 
harms that consumers are exposed to through inappropriate handling and usage of 
consumer data. There is a need to mi�gate these risks and harms using a range of regulatory 
tools, including those that can be deployed before breach or misuse of personal data to avoid 
them from occurring.

Ambiguity in the regulatory mandates in digital finance: The intersec�on of finance and use 
of digital personal data gives rise to a number of ques�ons with respect to the ambit of 
exis�ng regulators. This raises the larger ques�on of where the ins�tu�onal responsibility for 
supervision of these types of data use should lie. The boundaries of regulatory mandates of 
a future data protec�on authority, financial sector regulators and other sectoral regulators 
need to be clarified for a coordinated and clear approach to regula�on. 

2The prac�ce of crea�ng and perpetua�ng inequi�es between different demographic groups specifically 
through the use of digital technologies and the data captured through them about different consumer groups 
(see further Hernandez et. al., 2001).

Against this context, the session on consumer data regula�on in data-driven finance at the 
4th Dvara Research Conference can deliberate on the following ques�ons:

• As consensus widens on the broad areas of the data lifecycle during which users must be 
protected (i.e. collec�on, processing and sharing), what are the areas where ambiguity 
remains as regards principles for data protec�on?

• What are the key challenges facing the implementa�on of a data protec�on law? How 
can data protec�on be made more effec�ve and more enforceable?

• In the context of data-driven financial services, what are the kinds of consumer harm 
that regulators should be aware of? 

• Is it the role of the data protec�on framework or a financial conduct and consumer 
protec�on framework to protect individuals from these harms?

• How should regulatory design evolve to avoid gaps or inconsistencies between the rubric 
of financial regula�on and data protec�on regula�on?
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(through predatory pricing) or further misconduct through mis-sale, unsuitable sale and 
unlawful discrimina�on. 

3. Considera�ons for Regulators

Dependence of digital finance providers on the notice-and-consent model: Most privacy 
no�ces seek explicit consent from consumers to collect and subsequently process their data. 
However, while the no�ce-and-consent model can provide agency in theory, in prac�ce it 
fails to meaningfully inform consumers or give them real choices on how their data can be 
used (Solove, 2013). Failure to provide consent can result in denial of service for most 
consumers, making this a false choice. Despite acknowledgment of this, Indian policy makers 
(including in the PDP Bill) have reverted to a no�ce-and-consent model for data protec�on. 
There is a need for policy thinking on access control measures and provider obliga�ons that 
work irrespective of consent for be�er consumer protec�on and responsible financial 
conduct. 

Digital harms and ex-ante regulatory measures to mitigate them: The understanding of the 
kinds of harms a consumer may be exposed to due to the processing of their personal data is 
s�ll growing. Regulators need be�er frameworks for the iden�fica�on of different risks and 
harms that consumers are exposed to through inappropriate handling and usage of 
consumer data. There is a need to mi�gate these risks and harms using a range of regulatory 
tools, including those that can be deployed before breach or misuse of personal data to avoid 
them from occurring.

Ambiguity in the regulatory mandates in digital finance: The intersec�on of finance and use 
of digital personal data gives rise to a number of ques�ons with respect to the ambit of 
exis�ng regulators. This raises the larger ques�on of where the ins�tu�onal responsibility for 
supervision of these types of data use should lie. The boundaries of regulatory mandates of 
a future data protec�on authority, financial sector regulators and other sectoral regulators 
need to be clarified for a coordinated and clear approach to regula�on. 

Against this context, the session on consumer data regula�on in data-driven finance at the 
4th Dvara Research Conference can deliberate on the following ques�ons:

• As consensus widens on the broad areas of the data lifecycle during which users must be 
protected (i.e. collec�on, processing and sharing), what are the areas where ambiguity 
remains as regards principles for data protec�on?

• What are the key challenges facing the implementa�on of a data protec�on law? How 
can data protec�on be made more effec�ve and more enforceable?

• In the context of data-driven financial services, what are the kinds of consumer harm 
that regulators should be aware of? 

• Is it the role of the data protec�on framework or a financial conduct and consumer 
protec�on framework to protect individuals from these harms?

• How should regulatory design evolve to avoid gaps or inconsistencies between the rubric 
of financial regula�on and data protec�on regula�on?
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to harder-to-reach users. However, the pervasive nature of data processing has raised 
concerns regarding privacy, exclusion due to digital service failure and related harms. 
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used (Solove, 2013). Failure to provide consent can result in denial of service for most 
consumers, making this a false choice. Despite acknowledgment of this, Indian policy makers 
(including in the PDP Bill) have reverted to a no�ce-and-consent model for data protec�on. 
There is a need for policy thinking on access control measures and provider obliga�ons that 
work irrespective of consent for be�er consumer protec�on and responsible financial 
conduct. 

Digital harms and ex-ante regulatory measures to mitigate them: The understanding of the 
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harms that consumers are exposed to through inappropriate handling and usage of 
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of digital personal data gives rise to a number of ques�ons with respect to the ambit of 
exis�ng regulators. This raises the larger ques�on of where the ins�tu�onal responsibility for 
supervision of these types of data use should lie. The boundaries of regulatory mandates of 
a future data protec�on authority, financial sector regulators and other sectoral regulators 
need to be clarified for a coordinated and clear approach to regula�on. 

Against this context, the session on consumer data regula�on in data-driven finance at the 
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• As consensus widens on the broad areas of the data lifecycle during which users must be 
protected (i.e. collec�on, processing and sharing), what are the areas where ambiguity 
remains as regards principles for data protec�on?

• What are the key challenges facing the implementa�on of a data protec�on law? How 
can data protec�on be made more effec�ve and more enforceable?

• In the context of data-driven financial services, what are the kinds of consumer harm 
that regulators should be aware of? 

• Is it the role of the data protec�on framework or a financial conduct and consumer 
protec�on framework to protect individuals from these harms?

• How should regulatory design evolve to avoid gaps or inconsistencies between the rubric 
of financial regula�on and data protec�on regula�on?
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